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Abstract
Telecommunication network availability is essenfiat all companies because their income is
directly related to it. Because of this fact, netkvsnanagement systems also became essential, but
the importance of managed information is faced lystmetwork administrators as useless to
others, therefore securing the management datat isomsidered. The main goal of this article is to
show the importance of network management datassintllate the use of security in network
management systems. The good performance of netwarlagement systems are also important,
therefore some tests are performed to verify hoenisively the network and network manager
performance can be injured by the use of cryptdgraglgorithms and specially by the AES
cryptographic standard in order to study the vigbdf the SNMPv3 with AES set. These tests are
taken as a preview of a Broadband Power Line NétwWdanagement pilot project that is being
implemented in the main electrical power transmissiompany in Goias, Brazil.
Keywords: Cryptography, Network Management, PLCL.BENMP.

Resumen
La disponibilidad de la red de telecomunicacionege®encial para todas las empresas porque sus
ingresos estan directamente relacionados con é|.lés sistemas de gestion de red también se
convirtieran en esencial. Sin embargo la imporardada a la gestiébn de informacion por la
mayoria de los administradores de red, los demésnisideran como indtil. Por lo tanto, la garantia
de la gestion de datos no es levada en cuentairi€igal objetivo de este articulo es mostrar la
importancia de la gestion de la red de datos yneddir el uso de la seguridad en los sistemas de
gestion de red. El buen desemperio de los sisteengedtion de red es también importante. Por lo
tanto, algunas pruebas se realizan para verifisargué intensidad lo rendimiento de los sistemas
de gestiébn y de la red puede verse perjudicadoepanso de la criptografia y algoritmos,
especialmente por el estandar cifrado AES, a fiedadiar la viabilidad de lo conjunto SNMPv3
con AES. Estas pruebas se toman como una vistaapgtewna banda ancha de lo proyecto piloto
Power Line Network Management (que traducido alaBep vendria a ser Gestidon de la
Comunicacion por la Red Eléctrica) que se llevatal® en la principal empresa de transmision de
la red eléctrica en Goias, Brasil.
Palabras-clave: Criptografia, Gestion de Redes, BEC, SNMP.



1 INTRODUCTION AND MOTIVATION

There are a lot access technologies competing et such as ADSL, PLC/BPL and
wireless trying to deliver the best data transroissservices to companies and end users, but
companies depend more on the quality of thesemeiecause most of them, if not all, have their
profit directly related to email, company-to-compamtegrated systems, e-commerce and so on.

To avoid unexpected and injurious situations, sagmetwork devices downtime disabling
Internet access or e-commerce web servers, a NeManagement System (NMS) is indicated. A
NMS permits a better network control such as deteadf network traffic and overload, network
device outage and security breaches. This contobates the possibility to take decisions before
network problems come forward.

A NMS depends on the Network Management ProtocoSdction 2 the IP-based network
management protocol named Simple Network ManagerRentbcol (SNMP) is presented. The
SNMP is a management protocol with three differgsgful versions: v1, v2c and v3. This article
presents the basic differences between the SNM&v@SNMPV3 versions.

It is important to understand how a cryptographigoathm works, specially Data
Encryption Standard (DES) and Advanced Encryptidgan@ard (AES) because these are the
algorithms implemented in SNMPv3 and the objectheftests performed, and this is the subject in
Section 3.

To ease the network management tasks some Netwanadément softwares are available.
The softwares used in the tests are presentedciioBel. Some free softwares are used to perform
the network monitoring, requiring just a few confiigtions or scripts developments.

In Section 5 the article proposal is presented. &pearformance tests are realized in order to
bring up viability and security combination of SNWME and several SNMPv3 possible
implementations. Section 6 concludes this work.

This article was mainly motivated by a pilot prdjesf Broadband Power Line (BPL)
Network Management System that is being implemente@n electrical power transmission
company in Brazil, in the state of Goias. The BREchnhology is calling attention as a new
Broadband access solution especially for regioas d@he hardly reached by other technologies. A
great number of companies implement network managéesystems without any security care. It is
critical to understand that management data aremgtimportant to the network manager, but also
for possible attackers, which is the reason forlementing security and keeping management data
confidential. Another motivation is some comparidests taken in [1] between SNMPv2c and
SNMPv3 before the SNMPv3 AES support.

2 THE SIMPLE NETWORK MANAGEMENT PROTOCOL AND ITS
VERSIONS

A Network Management System is a set composed bkdik Manager, Network Agents
and Network Management Protocol. The Network Manage host target to collect or receive
information from managed devices. The Network Agare softwares implemented in the network
devices that are intended to be managed and thveoleManagement Protocol is the protocol used
to exchange information among managers and agents.

The two most well known and used management prtstoace the OSl-based CMIP
protocol and the TCP/IP-based SNMP [2] protocole Bimple Network Management Protocol
(SNMP) is a protocol used to manage IP-based nktwevices using a management database
called MIB (Management Information Base) and by nseaf four basic SNMP operations [&et
is the operation where the manager queries thet dgespecific information such as when it was
booted for the last time or how many erroneous @iclvere receivedset is executed when the



manager wants do modify specific information in #gent. Not all information can be altered by
Set operation.Trap is an asynchronous operation performed by thetagéircan be configured to
send information to the manager in a specified tstw. The fourth operation inform (not
implemented in SNMPv1, therefore this version daes support distributed management). It
enables the manager-to-manager communication wisnbdted management is used. Each
device can have unique objects/attributes because snformation are specific to some kinds of
devices. For instance, BPL devices probably hairdates in their MIBs related to Signal-Noise
relation, which is not present in hosts MIBs.

SNMP Get, Set and Trap operations are implemented in all versions of SNMP[2], v2c
[4] and v3 [5]) andinform is implemented in versions v2c and v3. The maffence between
SNMPv2c and SNMPV3 is the security issue, whighréty slim in SNMPv2c.

SNMPv2c security is based on community authentcatBefore the SNMP operations are
executed using SNMPv2c the community authenticaiorequired. This authentication is based on
a pre-established string that is transmitted innptaxt. As example, if the manager wants to
perform aGet operation on a specific network router it musoimi the community string as an
authentication string. If that string is corretign the agent answers Bet operation. This security
method is a critical security breach because wisiingle packet sniffer (software to capture data
being transmitted over the bus) someone can discbgecommunity name and perform operations.

A lot of network administrators consider monitoridgta useless to others. On the other
hand SNMP data can be most valuable for attackéssig SNMP it is possible to discover the
router of routing tables, which helps the attactemap the whole network architecture, and,
depending on the router’'s MIB configuration it isapossible to change the routing tables. Some
attacks are based on the network device’s uptinfeymation that can also obtained using SNMP.
A lot of important information can be obtained dtteeed via SNMP, therefore it must be noticed
that securing management data is indispensabile.

The SNMPv3 brings real security implementatiorhds a User Security Model (USM) [6]
responsible for realizing authentication and datergption. The authentication is performed by
checking username and password. The informed padsisohashed. There are two possible
hashing algorithms: HMAC-MD5-96 and HMAC-SHA-96. taaencryption can be performed to
prevent transmitted data to be captured in simgdg as it happens in SNMPVABES and AES are
the two possible encryption standards. These cgypfihic algorithms are presented in Section 4.

There are three possible configurations for SNMBwlving security. noAuthNoPriv
avoids authentication and encrypti@uthNoPriv obligates the authentication process but dismiss
the encryption process, aadthPriv forces the authentication and encryption prooekg;h is the
most secure method.

The SNMPv3 with AES support was standardized in BBE6 in 2004 [7] and since it is a
relatively new Internet standard it is not commantplemented in managed devices. Most network
devices with SNMPv3 only support DES as privacytgeol.

3 PRIVACY ALGORITHMS

The Data Encryption Standard (DES) became an etiorystandard in 1977. It was
developed by IBM based on an algorithm called Lard8].

DES receives a 64-length bitstring plaintext andsua 56-length bitstring cryptographic
key. It generates a 64-length bit string ciphertBesically, DES is based on permutation tables and
exclusive-OR operations. If the input plaintextbigger than eight bytes (sixty four bits), this
bitstring is segmented on blocks of eight bytefierpg each block at a time.

The permutation tables are used to swap the pidiatel key bitstring values. DES executes
sixteen rounds of permutation and XOR operationsl after these rounds it executes one last



permutation, obtaining the ciphertext bitstringeTdnly arithmetic operation performed by DES is
the XOR operation (this operation is executed ih satteen rounds), which proves it great
performance.

Four modes of operation have been developed f@. BEectronic Codebook Mode (ECB),
Cipher Feedback Mode (CFB), Cipher Block Chaining Mode (CBC) andOutput Feedback Mode
(OFB). The SNMPv3 DES implements the CBC mode. @Bstle uses an Initialization Vector IV
(yo=vector 1V) and xor it with the first input plainte(y:=Yyo [ x;) before initiating the regular DES
encryption method. Then, for the next plaintexstoihgs to be ciphered the previous ciphered text
is used in the xor operationi$y;-1 (1 x;) [8], where y means the initialization vector 1V; ¥s the
first x-ored bitstring used as input for the fiBES ciphering operation,;Xs the first plaintext
bitstring to be ciphered, ys the ith x-ored input bitstring and is the ith plaintext bitstring. The
last 64 bits from the secret key are used as tkialimation Vector.

Although SNMPv3 DES in CBC mode generates a dyoaacurity architecture due to the
use of previous ciphered text and some SNMPv3 dimaneader fields EnginelD and
snmpGrouplD header fields are used to generate the privatetkegefore they are used to generate
the Initialization Vector [6]), it is still a cipmalgorithm that uses a 56-bits key. The use obif®-
key cipher algorithm means that there atepdssible ciphertexts for a specific plaintext. Dae
DES short key length a lot of brute force attackgehbeen made against this algorithm and with the
constant and exponential hardware developmentksatthegan to come up with fast cracking
results. According to [9], if is assumed that eckea can perform one million decryptions per ms, a
DES code would take about 10 hours to crack while&bits code, such as Advanced Encryption
Standard (AES) would take ¥oyears (2?® possible combinations).

Because of the DES short key length issue, in 1R88T [10] (National Institute of
Standards and Technology) called for proposalsafolew encryption standard named Advanced
Encryption Standard [11], which should have 128-bibck length and support 128, 192 and 256-
bits keys lengths. The chosen algorithm was Rijhid#3.

In AES, the 128 bit plaintext is arranged as aasgjumatrix of bytes. 128 bits equals 16
bytes, which is arranged as a matrix of 4x4. Tharm arrangement is copied into the so called
State array, which is modified at each stage ofygtion or decryption.

The key that is provided as input is expanded amarray of forty four 32-bit words. Four
distinct words are used as round key for each rolied rounds are performed using substitution
tables, permutation tables and xor arithmetic dpmra After the last round, a 128-bit length
ciphertext is generated.

The SNMPv3 AES mode is CFB. The difference betw&eB and CBC (used by DES) is
that before x-oring the plaintext bitstring withetlprevious ciphertext bitstring as performed in
CBC, the previous ciphertext block is encrypted] #men the xor operation is performed. CFB
might be represented as¥; [ e(y; -1), where yis the output ciphertext, xs the input plaintexte
is the encryption function and.y is the previous ciphertext. The Initialization M@chas 128-bit
length and is obtained as the concatenation of3#vbit SNMPv3 header valuesntmpEngineBoots
andsnmpEngineTime) and a local 64-bit integer.



4 NETWORK MANAGEMENT AND DATA CAPTURING SOFTWARES

A number of softwares have been designed to mathaigenetworks. Some of them are free
while others are not, such as the well-known HP rdpew [12]. This article proposes a NMS
using only free softwares because of two reastwey. are free of license expenses and permit full
software technology control. To perform the networBnagement tasks the chosen softwares are
Nagios and Net-SNMP. To reach the final resultppsed in this article some data transmitted
must be captured and this will be done using Wadsh

Nagios [13] is a software designed to monitor nekwtevices and services through external
plugins (or scripts). There are a lot of plugingitable on Internet to ease network administrator's
job, but Nagios special feature is the possibitidydesign specific plugins and attach them to
Nagios. The plugin can be designed in many diffeprngramming languages, such as C, C++,
PERL, Python, Bash, Java or any other script-capalblguage.

Net-SNMP [14] is a free combination of the SNMP tpoml, SNMP tools and most MIBs
and is available for Linux, Unix and Microsoft Winws. This software implements the SNMP
protocol and brings tools for exchanging SNMP data.

Wireshark [15] is a packet sniffing software. leasa C library called pcap to capture data
being transmitted over the bus and permits an saspderstand graphical analysis of the captured
data, such as data transfer time and packet sizeskrk will be used to collect information to be
presented in test results.

5 PERFORMANCE VERIFICATION PROPOSAL

The proposal of the performed tests is to veriy performance and therefore the viability
of four different security configurations of SNMP\AII tests are done using tlaethPriv security
method and the tested configurations are both plessiIMAC authentication methods with both
possible privacy methods. The SNMP configuratiested are 1) HMAC-MD5-96 authentication
with DES encryption, 2) HMAC-MD5-96 authenticationth AES encryption, 3) HMAC-SHA-96
authentication with DES encryption and 4) HMAC-SI98-with AES encryption.

The SNMP performance tests performed are not onibnded to verify whether better
encryption causes higher overload, but also toudita the use of SNMPv3 with AES encryption if
possible. Despite the fact that security is a méetor, some manufacturers persist to develop
equipment with only SNMPv2c implemented, and BraaabPower Line equipments are in this
situation.

A network management system will be implemented adapted using Nagios in a
Broadband Power Line pilot project in Goias, Braaill BPL network devices will be managed
using SNMPv2c, but the results presented in thigclarmay be used as important data if
manufacturers start designing BPL devices with SN&18upport.

Broadband Power Line [16][17] is a broadband tetbgy starting to grow especially
because of its capability to reach geographicalffycdlt places for inexpensive investments. BPL
transmits data over power transmission lines and lma used for several purposes, such as
Automatic Meter Reading (AMR), Internet connectido]P, LAN.

CELG [18] is one of the biggest electrical powemsmission companies in Brazil and it
started in February its pilot project of PLC/BPL tiwerk Management namedPractical
Management Model for Telecommunication Platform Involving PLC Technology. Several PLC
equipments are being acquired and the network nesmeigt system is being implemented to
manage the whole PLC network.

Although SNMPv2c performance results are describetis article, it must be emphasized
that SNMPv2c should not be used, if possible, beeani its lack of security. The main idea in the



article is to verify performance differences amdhg available security methods implemented in
the SNMP User Security Model (USM).

Three tests are performed in order to track fdwaracteristics: CPU usage, memory usage,
size of transmitted packets and the transmissida. réhe first test is done by monitoring
characteristics during &et operation, where the manager host retrieves framaaaged host an
attribute calledsysDescr.0. The second test performs a similar operationnotitonly one attribute
value is retrieved, but a lot of them, precisely 2@tribute values. It is done by a sequencEaeif
operations, calledvalk. The third test performs &t operation and the SNMP manager host
changes an attribute callegsContact.0 in the managed host. To obtain a more realisfialteeach
of these three tests is looped for a hundred tiamesduring this loop the memory usage and CPU
load characteristics are monitored and an averagedch test and characteristic is obtained as a
result.

The fourth and final test is performed by monitgrithe Nagios server (SNMP manager)
CPU load during a 15 minutes period for each of tber possible SNMP cryptographic
configurations while it executes four differeb¢t operations on five hosts. The idea of this tet is
verify the burden generated on the manager whieasitto obtain various information from various
devices using authentication and cryptography segefir more realistic practical results.

As illustrated in figure 1 the network archite@wreated for the tests is composed of six
hosts. Their specifications are shown in table 1.

PC1

SNMP Manager

PC/Router

VoD

Sparci

Figure 1: Network Architecture.



TABLE |
Managed Devices Specification.

oS CPU (MHz) RAM (MB)
Manager Linux 320 128
PC1 Windows XP 3000 512
Sniffer Windows XP 3000 512
Router Linux 3000 512
VoD Server Linux 3000 3000
Sparcl Linux 320 128

The SNMP Manager is a SPARC machine running Liplaced in the same network
(10.0.3.0/255.255.255.0) of PC1 and Sniffer, whach both running Windows XP Professional.
Sparcl, a SPARC machine running Linux, is placed ainlogically separated network
(192.168.15.0/255.255.255.0). The routing featursngerformed by the Router machine, which is
also running Linux.

Net-SNMP has been installed, configured and it@tlain five of the six hosts to allow
SNMP operations. The Sniffer host was not configuas an SNMP agent. SNMPv2 has been
configured to use the community nateecom with read and write permissions (otherwise $se
operation would not occur successfully). Four SNBIRisers were configured, each one for a
possible authentication and privacy combinationit&\fsrivilege is assumed to all users.

The first test involving performance and data ratas executed between the SNMP
Manager and Sparcl usisgmpget command (from Net-SNMP package), followed by teeosd
test that was performed using trenpwalk command and the third test that was executed tisang
snmpset command. The management operations were perfob@teen the Manager and Sparcl
because they are in logically separated netwotkeadh connected to the same backbone (router).
This brings more realistic results considering thmetny managed devices may be hierarchically
separated from the Manager, which might generateesiatency. Three results are presented in
tables Il, Il and IV.

Table | presents th&et operation results:

TABLE Il
Get Operation Results.
SNMPv2c SNMPv3
MD5 SHA

DES AES DES AES
Frames 2 4 4 4 4
Delay (ms) 0.75 3.7 3.7 4.1 3.9
CPU Usage (%) 24 38.1 41.6 47.1 27.2
Memory Usage (%) 1.8 1.8 1.8 1.8 1.8
Bytes Transmitted 249 703 703 693 696

It can be observed from table Il that despite fhet that SNMPv2c generates pretty low

CPU usage, SNMPvV3 is a better solution becauset @@8a CPU usage on a 320MHz host would
represent about 4% load for current server hods fe packets transmitted are also very small
because for both DES and AES algorithms the cipkefilock has the same or almost the same
size of the plaintext block (bitstring completiongimt be needed). The biggest transmission (sent
and received) is smaller than 1 kilobyte, whicksmsaller than most channel Maximum Transfer



Unit (MTU). The MTU represents the maximum dateedize channel can transmit at a time. The
Ethernet MTU, for instance, is 1540 bytes.

TABLE Il
Walk Operation Results.
SNMPv2c SNMPv3
MD5 SHA
DES AES DES AES
Frames 416 418 418 418 418
Delay (s) 0.42 0.70 0.70 0.74 0.73
CPU Usage (%) 24 54.5 54.3 58.8 57.6
Memory Usage (%) 1.8 1.8 1.8 1.8 1.8
Kilo Bytes Transmitted 37 77 78 79 80

Table 11l shows that SNMPv3 with AES is, in fattte best solution. Even for a sequence of
Get operations, the use of DES and AES generates albm®same CPU usage and data overload.
One important characteristic to be observed frdotetdl is the transmission delay. If observed the
difference of transmission delay among SNMP impletaons in table Il (in percentage) with the
delay among SNMP implementations in table Il in@s clear that the encryption characteristic
does not generate network overload. The SNMPv3 giacére bigger because of the SNMPv3
header fields, not the SNMP data itself. Using hmikacy algorithms, the ciphertext block is the
same or almost the samokthe plaintext block.

Notice that an amount of 207 OID ciphered valuas heen retrieved in less than one
second bynmpwalk, which can be considered an excellent performance.

Table IV presentSet operation results:

TABLE IV
Set Operation Results.
SNMPv2c SNMPv3
MD5 SHA

DES AES DES AES
Frames 2 4 4 4 4
Delay (ms) 6.6 9.3 9.4 9.6 9.7
CPU Usage (%) 18.1 38.8 39.8 42 42
Memory Usage (%) 1.66 1.73 1.74 1.8 1.8
Bytes Transmitted 182 626 636 624 626

Table IV presents similar results to fBet operation with lower CPU usage. The SNMPv2c
reached the best results because it has got natgaoplemented. The authentication is realized
by informing a simple string that is transmittedolain text and the management data is transmitted
also in plaintext. The SNMPv3 security implemermtasi present similar results when performance
is considered, but when security is weighted, e af AES as privacy algorithm is the best option,
due to DES limited key length.

For the fourth test Nagios has been configurepetdorm Get operations on hosts Sparcl,
Router, VoD, PC1 and itself. For each managed thaoghs decided to retrieve four OIDs values:
tcplnErr.0, snmplnErrors.0, snmpOutErrors.0 andiflnErrors.0. But Nagios cannahanage devices
using SNMP by itself. To realize SNMP tasks it ec@essary to download or create Nagios external



plugins. A few plugins are available in [19], whiishthe official Nagios plugins repository, but the
SNMP available plugins were designed to searchsparcific information (attributes) or only to
perform DES cryptography. Since Nagios is a softwdesigned initially to manage computer
networks only, the SNMP plugins are normally desiyrto manage computers or computer
network equipments such as routers.

This article also proposes a NMS capable of mangagiP-based networks using Nagios,
therefore a generic Nagios SNMP plugin with AESmupwas designed. It is a shell script that
runs thesnmpget command (included in Net-SNMP software) on any SN&fgent retrieving any
SNMP object value. The script also receives lingitiralues to judge if the obtained value is in
normal, warning or critical condition. This plugsideal for a generic SNMP network management
because it does not depend on the network techyoldsgme OIDs are specific for computer
network equipments, while others are specific fBLE2quipments such as signal-noise relation, so
it is only necessary to specify the desired OIDb® retrieved. Also the plugin allow the
administrator to inform which SNMP version and whprivacy algorithm (if needed) Nagios must
use to perform th&et operation. Although SNMPv3 should be used, sonwcds do not have the
third version of SNMP implemented yet, therefore phugin can be configured to use SNMPv2c.

The generic SNMP plugin must receive some parasdfehe SNMP version to be used is
v2c then it must receive a community name. If tiédMP version to be used is v3 then the
administrator must pass six additional parametéis:security modelnpAuthNoPriv, authNoPriv
or authPriv), the authentication user, the authentication noei{MD5 or SHA), the authentication
password, the privacy algorithm (DES or AES) aralghivacy password. The privacy password is
used by DES to generate the Initialization Veckwor both SNMP versions two other parameters
are required, the hostname or IP address of thieelew be managed and the OID to be consulted.

For instance, if the desired object to be retiersgcplnErrs.0, which represents how many
erroneous TCP segments the managed device hasewcéie command /path/snmp.sh -v 3 -
authPriv -u secure —a SHA -A password -x AES -Xspasd -H 10.0.3.1 -0 tcpInErrs.0 -W 10 -C
20%$ must be used. In this case the command repseS&IMP version 3, security model authPriv,
secure as user, SHA as authentication method, pad®8 the authentication password, AES as the
encryption algorithm, password as the privacy pasdw10.0.3.1 as the host to be managed,
tcpInErrs.0 as the target OID, 10 as the defadliejabetween 10 and 20 as a warning value and
above 20 as a critical value, respectively. Themamd response could be "OK - Normal Value:
0", "WARNING - Value above expected: 15" or "CRITAC - Very High Value: 30".

Nagios was configured to perform Z&t operations (4gets on each agent) per minute
during 15 minutes. All four cryptographic configtioms have been monitored for fifteen minutes,
but only the first minute is graphically represehtéirst configuration was using SNMPv2c,
followed by SNMPv3 with MD5 authentication and DEScryption, SNMPv3 with MD5
authentication and AES encryption, SNMPv3 with SHdéthentication and DES encryption and
SNMPv3 with SHA authentication and AES encryptidhe graphical representation of the CPU
usage results is illustrated in figure 2. Also HMAC-MD5 authentication is not presented because
SHA is recommended to be used for security reaswhthe results show that MD5 brings no
performance improvement over SHA. Basically thepbra represents a comparison of CPU usage
among SNMPv2c, SNMPv3 HMAC-SHA-96 authenticatiothMDES encryption and SNMPv3
HMAC-SHA-96 authentication with AES encryption.
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Figure 2: CPU Usage.

The CPU usage increased if compared to the SNMfPatipn tables. This increasing was
caused by Nagios. But the important informatiorextract from figure 2 is that DES and AES
cause the same impact on CPU load. During the S&fferic plugin execution, another script was
running to capture packets sent and received byntmeager to generate a graphical representation
of network loadwhich isrepresented in figure 3.
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Figure 3: Network Load.

As it can be observed in Figure 3, using SNMPVBhVAES is the best solution because

AES does not cause network traffic. The generastdark traffic is due to the SNMPv3 header.

Based on theoretical issues and on tests reduissstrongly recommended to use SNMP version 3
in combination with AES encryption, if possible. Maetwork devices bring SNMP support, but it

is common to find these devices with SNMPv1 and $NRt support only. Most recent designed
devices bring SNMPv3 support, but still, most @rthsupport DES encryption. Probably due to the
fact that SNMP AES support is a relatively recéahdard, manufacturers are only now starting to
design devices with SNMP/AES support, but it is aatommonly spread practice. Most recently
designed routers and switches bring this possgibitiut in the BPL area it does not happen. It is
expected that this scenario changes in short period

5 CONCLUSIONS

The advance of data transmission technology gtewera great deal of complexity,
considering the coexistence of heterogeneous devioen different technologies and different
manufacturers. This complexity must be properly aggd otherwise outages, leakages, errors and
security breaches might probably come up.

In order to manage data networks a number of m&twwmnagement softwares have been
designed based on the SNMP protocol. Despite tloet eff the Internet Working Group to keep
improving SNMP, administrators and manufacturenstiooe to implement and configure network
management systems based on the second versilis praotocol, which has critical security flaws.

The tests presented in this paper show that tlee cisSNMP version 3 with security
characteristics such as authentication and privaggcially using AES encryption, turns to be a
great option and must be encouraged because sommenmortant and critical information may be
transmitted, and it cannot occur in plaintext. Alde load generated on the network is meaningless
and the CPU load caused by encryption is too litttecurrent processing units capability since the
only arithmetic operation performed is the XOR @pien.

The tests show that some CPU usage peaks hapgenniust be noticed that the Manager
host is an old UltraSparcll with 320 MHz clock at2B MB of RAM, a pretty out-of-date machine
when compared to actual servers solutions with/duatiruple processing.

From the results obtained it comes clear that giagaa complex data network with free
softwares and the SNMP protocol does not geneigonk overload. The network usage during
SNMP operations, despite the possibility to mansgeeral network elements and several OIDs
concurrently, is very low. Each SNMBet operation generates a data flow of approximatély 7
bytes, which is less than most MTU channels, tloeesho fragmentation is necessary.

For CELG pilot project of BPL network managemehgse results demonstrate that once
the access to MIB devices are reached, the presdiS using the developed plugin will ease the
management of the heterogeneous devices, sincemeguis from different manufacturers with
different SNMP implementations will coexist. Thiager also presents a perspective of how the
BPL network will be impacted if future BPL devicesng SNMPv3 support.
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