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Abstract

An Image AdaptiveWatermarking method based on the Disdiéteclet Transform is presented in

this paper. The robustness and fidelity of the proposed rdett®evaluated and the method is com-
pared to state-of-the-art watermarking techniques availa the literature. For the evaluation of wa-

termark transparency, an image fidelity factor based on eepéwal distortion metric is introduced.

On the other hand, a degradation factor is introduced foretraduation of watermark robustness
against JPEG compression and resizing. The new fidelityicredtows a perceptually aware objec-

tive quantification of image fidelity. The suitability of tigoposed metric for the fidelity evaluation

of still image watermarking is supported by simulation fesu
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1 INTRODUCTION

In the last decade, an important research effort has beestetkto the development of techniques
adressing the issue of digital data protection. Among thBigital Watermarking has become the
most efficient and widely used.

Digital Watermarking refers to techniques that are usedrdtept digital data by imperceptibly
embedding information (the watermark) into the originaladm such a way that always remains
present. As pointed out in [1], a set of requirements shoaldbt by any watermarking technique.
The main requirements aperceptual transparency, payload of the watermark and roiess Per-
ceptual transparency refers to the property of the watdrmiabeen imperceptible in the sense that
humans can not distinguish the watermarked images from rilgenal ones by simple inspection.
Payload of the watermark refers to the amount of informagioned in the watermark, which in gen-
eral depends on the application. Finally, robustnessséfethe capacity of the watermark to remain
detectable after alterations due to processing techniguesentional attacks.

Good overviews on the state of the art of classical watermgrechniques can be found in the
recent textbooks [1] and [6], and in [7], [9], [11] and theenefnces therein.

Several techniques have been proposed in the literatutiedavatermarking of still images. From
a general point of view, embedding is achieved by first eitiga set of features from the image to
be watermarked, and then modifying them according to themveark content. Thus, two steps
are required to define the embedding process: choice of #taerés to be modified, and definition
of the embedding rule. Several solutions have been propdsading to different watermarking
schemes. The different approaches can be classified takimgccount different aspects. When the
domain in which the watermark is being embedded is condiderelassification in spatial domain
techniques and transform domain technigues can be madé&\ign the watermark adaptation to
the particular image is considered, a classification in knadaptive Watermarking (IAW) methods
([2], [11], [22], [13]) and Image Independent WatermarkihiyV) methods ([5], [10]) can be done.
In the IAW techniques the length, location and amplitudehef watermark is adapted to the image
characteristics, while in the [IW techniques the lengthhef inserted watermark does not depend on
the particular image. This paper will focus on Image Adapiiscrete Wavelet Transform (IADWT)
domain watermarking techniques since they have provectd petter results regarding transparency
and robustness.

Typically, the evaluation of the watermarking scheme pennce is carried out by quantifying
the perceptual transparency of the watermark and its robsstagainst several signal processing op-
erations such as compression, scaling, cropping, etclri8his paper, a new criterion for watermark
transparency evaluation is proposed based on percepsiatt@in metrics. In addition, a novel wa-
termarking scheme in the DWT domain is proposed as a moddicafi the one in [12], which will
prove to have a better performance. Further, the robustfasge proposed method against JPEG-
compression and re-scaling, is analyzed.

The rest of the paper is organized as follows. In section @, I8DWT technique is briefly
described. A slight variation of the IADWT method in [12] isalintroduced in this section. In sec-
tion 3, the perceptual metric used for the evaluation of ity performance is described and a new
fidelity factoris introduced also there. The robustness criterion to etalwatermark detectability
after attacks is described in section 4. Results on the caosgoabetween the proposed method and
the method in [12] during insertion and detection are presseim section 5. Finally, some concluding
remarks are given in section 6.

V Workshop de Computacion Grafica, Imagenes y Visualizacion 699



XIll Congreso Argentino de Ciencias de la Computacion

2 IMAGE ADAPTIVE DWT WATERMARKING

Image adaptive watermarking methods make use of visual imoderder to determine the maximum
length and power of the watermark according to the imageagfta "hide information” without be-
ing perceptible. This capacity is calculated by means ofsthealled Just Noticeable Differences
(JND) thresholds, which measure the smallest differented®n images which is perceptually de-
tectable by the human eye. In the DWT domain, these threshttgs to determine the location of
the transform coefficients and the amount that they cantearighout being noticeable in the spatial
domain.
In the watermark embedding scheme in [12], the watermarkadutated by the JND, and the

coefficients are marked whenever they are greater than tbetidshold].e.

Sw B X (U, V) +Iuviw(e)  X(u,v) > J(u,v)

XA v) = {A(u,v) othewise (1)

whereX (u,v) andX"(u,v) are the DWT coefficients of the original image and the watekedimage
respectively, and(u, V) is the JND matrix at the, v frequency in the DWT domain.

In this scheme, the watermark sequengé) is generated from a zero mean, unit variance, nor-
mally distributed random sequence. In this way, the watekisaguence weighted by the JND thresh-
olds has lower power than the maximum power that can be ggerithout causing noticeable dis-
tortions in the image. Figure 1 schematically depicts thagenadaptive watermarking embedding
scheme, wher¥(i, j) denotes the original image axd'(i, j), the watermarked image.

Watermark

X(u,v) ‘ X"u,v)
To Watermark To
Transform Embedding =91 Spatial
Domain Algorithm Domain
Original JND J Watermarked
Image Perceptual J(u,v) Image

X(ij) Thresholds X"(ij)

Figure 1: Image Adaptive Watermarking Embedding Scheme.

The JND thresholds are computed based on a perceptual mbted 6luman Visual System
(HVS). A widely used perceptual model is the one introducgd\atson in [14]. This model takes
into account frequency sensitivity, local luminance andtcast masking effects to determine an
image-dependent quantization matrix, which provides tlagimum possible quantization error in
the DWT coefficients which is not perceptible by the HVS. Thisdal has been used by the image
compression standard JPEG2000, where the JND threshdktsnilee the optimal quantization step
sizes or bit allocations for different parts of the image éccbmpressed.

In the watermark detection scheme the JND are calculatedyuke original image, then, the
DWT coefficients of the original image are subtracted fromdhes of the image suspected to be
watermarked, and this difference is divided by the JND ireoitd obtain the received watermark.
The correlation between the extracted watermark and tlgenatione is then performed and the
maximum value is determinede.

XW(u,v) — X (u, V)
)

u, o
RICR", if X(u,v) >J(u,v) 2

We({) =
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14 —/
Ewe-Ew
whereE,,, andE,, are the energies of the extracted watermark sequer¢é, and the original water-

mark sequencey(/), respectively. Figure 2 schematically depicts the imaggptde watermarking
detection scheme.
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Figure 2: Image Adaptive Watermarking Detection Scheme.

The IADWT method has been studied in [12] and the authors edintit two main advantages
with respect to the [IW methods. First, non adaptive wateking techniques are less robust, in
order to guarantee transparency for a wide variety of inmatges. This is in contrast to the image
adaptive approach which allows the watermark signal toiréfae perceptual upper limit given by the
JND thresholds. Second, for images with large uniform arfeasristic techniques based on a global
transform (like the one in [5]), could result in visible waterks since the algorithms are not able
to adapt to local image characteristics. On the other hdnedJIND paradigm adapts the watermark
not only to the global characteristics associated to theiag conditions, but also to the local image
characteristics associated with visual masking effects.

The following modification to the IADWT insertion scheme in ¢an be introduced

Sw X(u,v) +I(u,v)w(e)  X(u,v) >J(u,v) > T
XU v) = {)?(u,v) othewise (4)
This modified insertion scheme will be hereafter denoted®dd3WT+t. The rationale for the
constraind(u,v) > T is that when the JND thresholds are too small, the magnitfidleeomarking
term in (4) becomes negligible. The introduction of the loweundT has then the advantage of
reducing the watermark length, improving in this way thelfigeand also the robustness, as will be
illustrated in section 5.

The detection scheme in (2) has to be modified to take intoust¢be modification in the inser-
tion scheme, as follows

x>

We(f) = XW(“’J‘?U?V) UY) it Ruv) > Juy) > T 5)

3 FIDELITY EVALUATION USING PERCEPTUAL METRICS

In the evaluation of image watermarking methods it may bentdrest to judge the fidelity of the
inserted watermark. Basically the fidelity is a measure osthmlarity between the images before and
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after the insertion. For some watermarking applicatiodglity is the primary perceptual measure of
concern, thus the watermarked image must be indistingbolislisom the original.

In studies that involve the judgment by human beings, it gartant to recognize that visual sen-
sitivity can vary significantly from individual to individal, and moreover that sensitivity can change
over time in any one individual. Therefore, it is common teatdies involving human evaluation
use a large number of subjects and perform a large numbeaalsf tresulting in experiments that are
statistical in nature and which become expensive if a largemis being considered. To avoid the
dependence on human judgement it would be desirable totoiglycquantify the fidelity of water-
marked images based on a metric that takes into account #naataristics of the HVS.

Image fidelity metrics appeared in the context of imagingliappons to quantify the distortion
in images produced by image processing algorithms suchrapression, halftoning, printing, etc.
Different metrics have been proposed in the literature tasuee image distortion (see [15] for a
thorough treatment of distortion metrics and the more reeenk [18]). Among them, the ones
based on the characteristics of the HVS have proved to ddheebest results, since they take into
account the different sensitivity of the human eye for cal@crimination, contrast masking and
texture masking.

A metric widely used to measure fidelity is the CIELAB metri¢ fAat specifies how to trans-
form physical image measurements into perceptual diftmedE). The metric was derived from
perceptual measurements of color discrimination of lamgéoum targets. A modification of thAE
formula was released by CIE (International Commission omrihation, Vienna) in 1994 based on
new experimental data. The new formula was found to predictrdifferences slightly better than
the old formula and it was named CIE94 [3].

An extension of CIELAB, named S-CIELAB [17], includes the sphtiolor sensitivity of the hu-
man eye. The S-CIELAB metric incorporates the differentigpaensitivities of the three opponent
color channels by adding a spatial pre-processing stepd#ie standard CIELARE calculation.
The S-CIELAB metric achieves this by removing the image conembs that cannot be seen by the
naked eye. S-CIELAB consists of three processing stepst, Hies original and distorted images,
which are represented in a device-dependent space, arertahinto a device-independent represen-
tation consisting of one luminance and two chrominancerocadonponents for each image, known
as the YCbCr color space. Second, each component image idighssegh a spatial filter that is
selected according to the spatial sensitivity of the humanfer that color component. Third, the
filtered images are transformed into the CIE-XYZ format suret the CIELAB color difference for-
mula can be applied to give a S-CIELAEE9, map, which indicates where the visible distortions are
in the image, and how large the distortions are.

In [16] the authors test how well the S-CIELAB metric predictege fidelity for a set of color
images by comparison with two other metrics, namely, theelyidsed root mean square error (point-
by-point RMS) computed in un-calibrated RGB values and thatdoy-point CIELABAEg,4 values.

Since the S-CIELAB metric takes into account the percepthatacteristics of the HVS, such
as color discrimination, different spatial sensitivityc.e this metric represents a natural choice for
the quantification, in an objective way, of the fidelity of tiwatermarked image. To the best of the
authors’ knowledge, this perceptual evaluation of the itigélas not been considered before in the
context of Color Images Digital Watermarking.

To illustrate the use of the S-CIELAB metric, a region of th# image in Figure 3, delimited
by the white square in the center image, is corrupted with meFan unit variance additive Gaussian
white noise. The right image shows the image distortion n@pesponding to the noise corrupted
image, where the S-CIELAREy, values are shown with a grayscale color map. The pixels where
the S-CIELABAEg, values are above a specified threshold are then marked in.gfee reference
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Figure 3: Left: Original Image. Center: Noisy Image. Right: Distortion Map.

purposes the edges of the original image are displayed itewiNote the reader that there are no
perceptible differences between the original and cordiptages (left and center images in Figure 3,
respectively).

The idea in this paper is to use distortion maps to comparemmatrked image fidelity for the
two insertion methods described in section 2. Due to thdamhstribution of the S-CIELABAEg,
errors in the distortion maps (the green marks in the riglatgenof Figure 3) it is difficult to make
a comparison of the different methods. To provide a uniquarpater quantifying this fidelity, a
pooling of the S-CIELABAEg, errors is proposed as follows:

M, SN | (SAEga(i,j)Maski, )
2 (q_ Yic1Yj-1(SAEgs 100 6
4 ( SM e VXL D)2 Xl )24 X (i,])2 8 (©6)

whereSAEg, is a matrix with the values of the S-CIELABEg, errors for each pixel,e. the image
distortion mapMaskis a mask with ones in the positions where the S-CIELXB, errors are above
the threshold and zeros otherwisg, X; and X, are the image components in thab color space.
Values of 7 close to 100 % indicates that no perceptible distortion esent in the watermarked
image.

The performance of the proposed metric will be compared atice 5 with that of a standard
non perceptual metric based on the Root Mena Square (RMS) dringg metric, namely RMS Fit
(RM&7), is obtained by making a pooling of the RMS errors, resulimg

- ZiM12']'\‘_1\/AXR(Lj)2+AXG(ivJ)2+AXB<isi>2> 100 )

RM&iT£(1
( M SN ) V/XR.D2 %G (1.0) 24X (0.])2

where the subindexd’, G andB denote the corresponding image components in the RGB color
space.

4 ROBUSTNESS EVALUATION

Another important issue when evaluating image watermgrkiethods is the robustnesg,, the ca-
pacity of the watermark to survive standard image procgssierations, such as lossy compression,
scaling, cropping, printing and scanning, etc..

In this paper, robustness of the watermark against JPEG ressipn and re-scaling is evaluated
by computing a degradation coefficiem, which quantifies the degradation in the watermark de-
tectability caused by these image processing tasks. Tonpethe robustness test, the watermarked
image is subjected to each one of the above mentioned at@oétshen the watermark is extracted
following the procedure described in section 2. The normealicross-correlation between the origi-
nal and the extracted watermarks is then computed.dE&bectability degradation coefficiergt then
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defined as,
D £ (1—ryw,(0)) x 100 (8)

whereryw, (k) denotes the normalized correlation between the originaémveark, w(¢), and the
extracted watermarkye (/).

5 RESULTS

In order to compare the performance of the proposed wat&mgescheme IADWT and the IADWT
in [12], a set of(256x 256) natural color images was used. To make the results indepentithe
particular set of natural images considered, the samewestsalso performed on synthetic pattern
images with large uniform areas (like Image 4 in Figure 4.BJ amages with predominant high
frequency regions (like Image 5 in Figure 4.E).

Due to space limitations the results corresponding to oweyifnages are presented in this paper.
The original images, called Image 1 to Image 5, are showngargi4.

Figure 4: A. Image 1, B. Image 2, C. Image 3, D. Image 4 and E. Image 5.

5.1 Fidelity Evaluation results

In this section two separate tests to evaluate fidelity wellgerformed. The purpose of Test 1 in
subsection 5.1.1 is to illustrate the fact that the fidebtgtér 7 defined in (6) provides a much better
assessment of image quality than the stan&vigt. On the other hand, Test 2 in subsection 5.1.2
is designed to compare the fidelity of the two DWT based insedchemes described in Section 2.

5.1.1 Fidelity Test 1

In order to illustrate the fact that tiRM ST does not provide an objective assessment of image
guality, a watermarked image with a strong watermark waeigged with the 1lW embedding tech-
nique proposed in [5]. In this method, the watermark, deuh@!ze(ﬁ)}l%:l, is a lengthL sequence of
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normally distributed, zero-mean unit-variance random bers. LetX(i, j) be the original image,
XW(i, j) the watermarked image, aidu,v) andX*(u, V) their corresponding DCT coefficients. The
embedding algorithm in [5] takes themost significant non-DC DCT coefficients and marks them as
follows: R R

X (u,v) = Xp(u,v) (1+aw(l)) 9)

wherea is a scale factor which prevents unreasonable valuegl)’f’(()u,v). The authors propose an
empirically determined value of 0.1 for and they choose to insert the watermark in the 1000 most
significant non-DC DCT coefficients. After the watermark isbemded, the watermarked image
XW™(i, j) is obtained by inverse transforming all the DCT coefficients.

The original and the marked images are shown in the left ayd sides of Figure 5, respectively.
In this case the& parameter was chosen equal to 0.25, resulting in a fidelitpfaF = 34.04% and
aRM& T =91.26%. Based only on theM St one would expect no noticeable distortions on the
watermarked image which is not the case for this examplei¢péarly in the sky portion at the top
of the image). The fidelity factof in turn gives a better assessment of image quality.

Figure 5: Left: Original Image. Right: Watermarked Image.

5.1.2 Fidelity Test 2

The values of the watermark lendththe normalized watermark energy in the spatial donka{ior
equivalently, the normalized mean square error betweepreal and the watermarked images),
the fidelity factor¥, and theRM St were computed for the five images in Figure 4, marked using
the IADWT and IADWTt insertion schemes described in Section 2. The results avensin Table 1.

As can be observed from the fifth column in Table 1 there is ric@able difference between the
fidelity, as measured by tHeM &1, using both insertion schemes. The difference is more eatie
using the proposed fidelity factor, as can be observed frewalues in the fourth column.

The values of the fidelity factorf, in Table 1 show that the IADWAT method consistently out-
performs the IADWT method regarding fidelity. Even for theecatimages with large uniform color
regions, as the one in Figure 4.D, where the image adaptiveate are supposed to work poorly
[12], the IADWTt method produces non perceptible watermarks. On the othnet, he IADWT
method introduces visible distortions, as can be obsemged Figure 6 (see for instance the spots in
the green regions of the upper left image).

The left columns in Figures 6 and 7 show the watermarked isiageresponding to Image 1 and
Image 4 using the above mentioned watermarking schemesdDWT and IADWT from top
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Table 1: Experimental results on Fidelity Evaluation for Images 1 to 5.

L E F RM& T
(x10% | (%) | (%)
Image 1 |

IADWT || 8347 [ 1.40 | 92.27[ 97.45
IADWT | 874 | 0.38 | 98.37 | 99.20
Image 2

IADWT [ 9314 ] 126 | 94.13] 97.52
IADWTt | 1036 | 0.37 | 9850 | 99.22
Image 3

IADWT [ 8196 [ 1.76 | 9259 [ 97.11
IADWTy || 1117 [ 0.65 | 98.03 | 98.90
Image 4
IADWT [ 3002 ] 0.12 [ 99.63[ 99.17
IADWTy | 1138 | 0.07 [ 99.82 | 99.67
Image 5
IADWT | 11336] 1.06 | 95.52 | 97.56
IADWTy | 1458 | 0.33 | 98.63 | 99.05

to bottom). The right columns show the corresponding distomaps obtained after applying the S-
CIELAB AEg4 metric to the watermarked images. As expected, the distoisilarger in the regions
with high frequency components, which results in a lessquiole watermark due to the masking
phenomenon of the HVS.

5.2 Robustness Evaluation Results

In this subsection the robustness of the watermarked insggast JPEG compression and re-scaling
is evaluated, for both image adaptive DWT-based watermgitchemes.

5.2.1 JPEG Compression

The detectability degradation coefficiett, as defined in (8), is computed for both image adaptive
DWT-based watermarking schemes when JPEG-compressiomuatity factors in the range [95%-
75%] is applied. The results for Images 1, 4 and 5 are showigur€& 8 from left to right respectively.
As can be observed the IADWTwatermarking scheme consistently outperforms the IADWT one
regarding robustness against this image processing aperat

5.2.2 Re-scaling

The robustness against re-scaling is tested by first rgsihim watermarked image to half of its size
and then enlarging the image to its original size. Both imaggzimg operations are performed
using the nearest neighbor interpolation method. The tigity degradation coefficienD is then

computed for both image adaptive DWT-based watermarkingrees. The results are shown in
Table 2. It can be observed that the IADW$cheme outperforms the IADWT one for most of the
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Figure 6: Left Column: Watermarked Image 4 using IADWT (top) and IADMW(bottom). Right Column:
Corresponding distortion maps.

images, the exception being for Image 4 which has large tmifmlor regions. Results not shown in
Table 2 suggest that this behavior applies for images wigelaniform color regions in general.

Table 2: Detectability degradation coefficient for 50% re-scaling.

| | Scaling (50%) |

Image 1|| Image 2| Image 3| Image 4| Image 5
IADWT 89.11 89.13 89.70 29.37 85.63
IADWTt | 54.63 62.92 63.28 42.95 51.25

6 CONCLUDING REMARKS

An imagefidelity factorbased on the S-CIELAREgy, perceptual distortion metric has been intro-
duced in this paper for the purposes of evaluating the distointroduced by different IADWT water-
mark insertion algorithms. The use of this metric allows ecpptually aware objective quantification
of image fidelity. Simulation results show the suitabilifytee proposed metric in the framework of
still image digital watermarking. In addition, a new IADWT teamarking scheme has been intro-
duced. The robustness against compression and re-scatidghe fidelity of the proposed method
have been investigated and the results show that the prdpeskenique outperforms other methods
available in the literature.
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Figure 7: Left Column: Watermarked Image 1 using IADWT (top) and IADMW(bottom). Right Column:
Corresponding distortion maps.
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